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As a marketer passionate about 

democratizing and evangelizing all things 

digital analytics, there is one thing that 

keeps me up at night. It nags at me and the 

future of our industry and creates a degree 

of cognitive dissonance that really makes 

me feel uncomfortable. It impacts each and 
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every one of us as internet users, and as a 

marketing and business leader, it should be 

on your mind, too. 

I’m talking about data privacy. It’s 

simultaneously one of the most impactful and 

least understood topics in digital today.

While I see the nuance to the discussion 

and don’t have all the answers myself, I am 

passionate about one thing: you need to take 

a position on privacy, and you need to do it 

now. 

With Google’s recent cookie changes fanning 

the flames, this important topic is white hot 

and getting the attention it deserves.

Why Don’t Most Brands Have A Stance? 

And why aren’t we talking more about the 

biggest issue that will ultimately change the 

shape of our industry for the foreseeable 

future?

I’ll start with the fact that it’s boring as hell. 

Seriously, the last thing anyone wants to sit 

in a room and talk about ad nauseam is data 

privacy. But just because it’s boring doesn’t 

IT’S BORING 
AS HELL

You need to take a 
position on privacy, and 

you need to do it now
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mean you shouldn’t talk about it. Taxes are 

extremely boring, but if you don’t do them, 

you get audited. Similarly, data privacy is 

boring until you end up on the front page 

of the New York Times as a case study for 

poor or unethical data management and start 

asking, “why weren’t we more prepared for 

this?”

For the future of data and privacy, retribution 

can be much more delayed and unknown 

than an audit. 

Data privacy is more like global warming. The 

major, long-term effects are still several years 

down the line, and there’s a whole lot of 

controversy and global players complicating 

things. Plus, there is a desire to continue 

squeezing as much yield as we can from 

existing data use practices so we don’t lag 

behind our competitors. 

Data privacy is 
more like global 

warming

Similarly, it’s an uncomfortable topic. 

Marketers don’t want to talk about tactics that 

are (rightfully) deemed creepy and practices 

that err too close to the side of unscrupulous. 

We all think that we are the good marketer–

the one that doesn’t abuse user’s privacy–

and it’s the others, political marketers or 

pharma marketers, that are really abusing 

consumer confidence. Today though, we’re 

leaning into the uncomfortable, so we’re 

going to talk about it.

Even for those who grew up with technology 

at their fingertips, data and privacy is a 

complex story. The average Joe doesn’t 

understand the technology behind how data 

is captured, stored, and used, and even savvy 

marketers aren’t much better informed about 

the processes that enable their own actions 

and strategies.

One final acknowledgment for 
why we avoid this discussion: it’s 
confusing.

THE AVERAGE 
JOE DOESNT 

UNDERSTAND
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Thirdly, not only do you want to 
measure digital success, but you likely 
also want to provide an exceptional, 
personalized customer experience.

will look back on this period in the evolution 

of the internet. As digital marketers, that’s our 

thing: we can back up what we do with clear 

results. But what happens when we can’t?

Why Should Brands Care?

First off, you should care because the 2016 

U.S. election was manipulated by a small 

group illegally scraping data from Facebook. 

This could not have happened without the 

technical capabilities and negligent oversight 

of data. As an aside, I highly recommend you 

listen to the Business Wars podcast about 

Facebook and the challenges faced by Mark 

Zuckerberg and Sheryl Sandberg following 

Facebook’s public perception being dragged 

through the mud.

The concept of identity resolution has trans-

formed since the dawn of the internet, and 

its reach will continue to expand as the data 

grows each day. The existing laws we have 

in place never conceived that such powerful 

tracking solutions would be possible, but we 

are still relying on these laws to protect us 

in a realm where they become increasingly 

ambiguous. Our tools have become too pow-

erful, and the potential for harm is too great. 

Truly, I don’t think it’s a problem at all for 99% 

of marketers. But the 1% is large and powerful 

enough to do serious damage. What happens 

when good marketers are asked to squeeze 

harder to drive incremental profits and start 

to use data in ways that may be ethically 

dubious? The possibilities are concerning, to 

say the least. 

Second, you should care if your business 

makes money or is benefited at all through 

targeted digital advertising and user track-

ing. Particularly if you rely on users on the 

Safari or Firefox browsers, you should be 

concerned due to the roll-out of Intelligent 

Tracking Prevention, but regardless, the 

future of privacy will revolutionize how you’re 

able to track and measure results. Remember, 

with revolutions, there are always winners 

and losers–but history is always written by 

the victor, so we need to think about how we 

OUR TOOLS 
HAVE BECOME 

POWERFUL

Data enables personalization, and as a cus-

tomer, my expectations are already high. 

I’m no longer fine with bland digital ads that 

aren’t relevant to me. 

Altogether, this creates a world where if you 

don’t take a position now, it may irrevocably 

affect your brand, your business, and your 

job. 
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Why Do Brands Need To Actively Take A 

Stance?

If we don’t come to the table, we’re going 

to get an internet that is full of non-targeted, 

generally broad ads similar to TV, which 

consumers have complained about for years, 

and is the reason behind innovations like the 

DVR. Additionally, it’s going to become much 

harder for advertisers to show performance 

and thus, we may see a decline in the amount 

of digital advertising which will in turn hurt the 

bottom line of media publishers (especially 

smaller ones). Much like an ecological 

ecosystem, creating an imbalance will impact 

everyone (including consumers accessing 

free content) in the market, not just digital 

advertisers. 

Apple’s changes don’t eliminate tracking 

capabilities in totality, but advertisers do have 

to take action to ensure they are doing as 

much as possible to retain their ability to see 

a longer view of their data. 

Ad platforms must also adjust the way 
they collect and aggregate user data 
that allows them to track user actions 
across sessions.

This affects all advertisers whose customers 

use Safari, click on an ad, and convert in 

a different session. For example, when 

you see an ad for a pair of boots but don’t 

make the purchase until a few days later, no 

“credit” per se goes to the ad. We estimate 

the result to be a loss of between 20-50% 

of tracked conversions for advertisers. The 

overall impact is heavily dependent on 

the percentage of users accessing brands 

websites via Safari and length of consumer 

consideration within the buying cycle. You will 

literally lose insight into conversion tracking 

and simply lack the ability to determine how 

successful a certain campaign was. 

Being useless for reporting inevitably means 

a downturn on advertising on broader 

networks. As CPMs drop to accommodate 

the limited targeting, we’ll see an increase in 

irrelevant ads. Taken to a further worst-case 

scenario, only the most clickbaity websites 

will remain as smaller publishers will be 

unable to make a profit.

When talking about privacy with clients, I 

always try to convey how the historical means 

of measurement change. We’re continuing to 

evolve as an industry, and the slow death of 

attribution is happening around us. There is 

no middle ground on aggregated data. 

The slow death 
of attribution is 

happening around us

With GDPR, the California Consumer Privacy 

Act, and Mark Zuckerberg living on Capitol 

Hill, the courts are already getting involved. 

Instead of waiting for their decisions, we 

need to proactively work with politicians. 
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Finally, and I think this is key when discussing 

why you need a stance in terms of your 

commitment as a brand, you must not lose 

the trust of your customers. Consumers are 

actually rewarding brands like REI that are 

bucking the trends of consumerism. As a 

brand that values its customers, you have to 

show that you’re privacy first. Your company 

has access to an unbelievable amount 

of personal data, and not just credit card 

numbers and addresses. Nutrition apps see 

how your weight fluctuates, clothing stores 

know your size, and there is an endless 

number of adult-related preferences that I 

can’t get into here! If you aren’t smart about 

Fear and greed 
are pushing us as 

marketers towards 
the eroding cliff

would your own, because in many ways you 

are setting the standard for how others treat 

your data. Fear and greed are pushing us as 

marketers towards the eroding cliff, and we 

must not choose to trample others or try to 

be the last one at the end. Either way, we die. 

YOU HAVE 
TO SHOW 

THAT YOU’RE 
PRIVACY 

FIRST
Practical Ways To Apply This Now

You might be thinking along the lines of “but you still use 
people’s data, right?” Yes, we will continue to leverage 
platforms to the extent of their capabilities. Here are some 

concrete actions that you can take today:

• Provide an opt-in function for cookies associated with 

advertising, analytics, and personalization.

• Provide a clear understanding of the consumer value for 

accepting cookies and tracking (does the consumer really 

want more targeted ads or would they rather think about 

this as a greater degree of personalization?). Additionally, 

think about other perks associated with sharing data to aid 

consumer confidence.

• Be explicit about how data will be used in the future i.e. “We 

will do X and never Y.”

• Build trust with a clear and streamlined privacy policy. It 

should be noted that this is a requirement for CCPA and 

something you should review frequently. 

• Create data management and handling processes and 

provide assurance to consumers that you will not sell or 

share the data they are providing. 

consumer trust and preferences, you will lose 

and learn that lesson the hard way. 

Now, this requires more than blanket opt-ins 

(rather than opt outs). You have to truly put 

the customer’s best interest first, like you 
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What’s Next?

Now, I don’t have a crystal ball, and candidly, 

I don’t know how this will shake out. But I can 

give you my hopes. 

I would love to avoid massive, overarching 

regulation from government bodies that fail 

to grasp the subject matter at hand. Both 

GDPR and CCPA are highly ambiguous in 

their definitions, and frankly, they are unable 

to keep up with the changing nature of 

marketing technology. 

Indeed, you may remember the infamous 

quote from Mark Zuckerberg, “Senator, we 

run ads” in response to Senator Orrin Hatch 

asking, “How do you sustain a business 

model in which users don’t pay for your 

service?” While this became a viral joke at 

the time, it’s symptomatic of a much deeper, 

and more troubling issue, where many in the 

government fail to understand even the most 

basic concepts associated with the new data 

economy and really have no idea how to 

regulate it.

SENATOR, WE 
RUN ADS

at the industry and just further forces us to 

find technical workarounds to maintain data 

access. 

I do acknowledge that I currently sit on 

Facebook’s Attribution Advisory Board and 

regularly implement tracking solutions. Part 

of me feels like a hypocrite, but I also do 

these things because I’m respectful of data 

and the power it holds. I just know that not 

everyone is. Regardless, I want to give a true 

and accurate portrait to my views on data and 

privacy, including where I stand as someone 

with influence in this space.

So, what can we do? We can work together 

with groups like the Interactive Advertising 

Bureau and major players like Google and 

Facebook to further refine codes of conduct 

for data use and sharing. With that said, I 

don’t think that is a reality. It’s more likely that 

we see a proposal akin to CCPA at a federal 

level in the future that takes broad swipes 

I’m respectful 
of data and the 

power it holds... not 
everyone is
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The best hope is to get ahead of this now, 

become an active part of the conversation, 

and shape the digital marketing industry–and 

the world–to be the one you want to see.
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What I do know for certain, is that the 
world of data and privacy is changing 
and the implications of these changes 
will dramatically affect our jobs, our 
brands, and our bottom lines. 

Are You Thinking Like A Challenger? 

Questions To Ask Yourself

? Does your current cookie policy 

indicate any benefits to tracking for 

the user?

Is someone on your team responsible 

for reviewing your privacy policy on 

an ongoing basis?

Can you confidently say that you are 

actively taking measures to protect 

user data and build customer trust?

?

?
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